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3X Secure Merchant Plug In
(MPI)

3X Secure enables merchants to integrate their payment processing with Visa’s 3D Secure and
MasterCard’s SecureCode protocols and functionality.

Until now, Internet based transactions have been defined as ‘cardholder-not-present’ (CNP) transactions,
meaning that a person purchasing from a web site does not present their card to the merchant, and there
is no way of verifying a signature, or asking the purchaser for a pin number in order to verify that card
does in fact belong to that person. If, after an online purchase has been made and the card owner states
that they were not the person using the card, then a chargeback may occur, resulting in extra costs to the
merchant.

3D Secure is a credit card authentication program developed by Visa and MasterCard in order to address
this problem, and reduce fraudulent use of credit cards during online transactions by verifying that the
purchaser is in fact the owner of the card, resulting in fewer disputed transactions and charge-backs,
thereby saving the merchants both time and money.

3D Secure is also known as Verified by Visa, and MasterCard SecureCode — both of these terms being
brand names for the 3D Secure Protocol.

3D Secure is a protocol based on the 3-domain model, and uses Secure Sockets Technology to ensure
that all parties involved in the transaction can be authenticated securely.

3X Secure is a standalone module that can be implemented alongside your existing payment system so
you can implement with only minimal changes to your existing processing. Some 3D Secure MPIs are
provided as a service and you are then charged a transaction fee but with 3X Secure we offer a fixed
price module with no hidden costs.

MasterCard,  Verifiedby

VISA

How Does it Work?

o Standalone module

. Fixed fee no per transaction fees

o Accepts Visa Credit, Visa Delta,

Visa Commercial, MasterCard
and Maestro

Easy to install

Accredited with MasterCard and
Visa

Platform independent—runs as a
web application on any compliant
web application server

Secure communications using
SSL and digital certificates

3X Secure runs as a web application (i.e. it runs in a Web
Application Server, such as Tomcat or Websphere) and is
called at the point of a web-based transaction when a
purchase has been made, but before payment is taken.

The merchant’s shopping/checkout page calls 3X Secure and
asks it to verify that the shopper's payment card (Visa/
MasterCard credit/debit) is enrolled in the 3D Secure scheme.

A pop-up window is then presented to the user asking them to
enter a pass phrase (which they will have registered with their
bank during the enrolment process). 3X Secure then checks
this pass phrase and if correct provides a verification value
which binds that user to the transaction, providing the
merchant with a fully verified transaction.
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Benefits of 3X Secure - 3D Secure MPI

You get protection from fraudulent transactions and the costs associated with it, and your
customers get the reassurance they need to spend with confidence.

e Eliminate chargebacks - Helps protect you from fraudulent claims from cardholders—
that they didn’t take part in, or authorise, a payment. Once you are up and running with
Verified by Visa, you are no longer liable for chargebacks of this nature.

e Boost customer confidence - Research in Germany, Spain and the UK shows that
84 percent of people who do not shop online would be more likely to with Verified by
Visa. Of established Internet shoppers, 71 percent say they would do so more
frequently.

e Achieve bigger sales - Research by the analysts Gartner Group states that the
average e-commerce transaction is worth less than €73. Figures from Visa Europe show
that the average Verified by Visa transaction is worth more than €138.

e Implement with ease - it is a matter of adding a quick extra step to your online
checkout procedure. For customers, enrolling takes moments and each purchase is
accompanied by a personalised secret message from their card issuing bank.

The main thing to be aware of is that MasterCard are seeking to audit
Customers/Merchants to ensure they introduce SecureCode. For those that have not,
MasterCard are seeking to raise fines of $25k per merchant per month for those not
compliant

Technical Specifications

3X Secure Standard MPI

The MPI runs as a web application, and therefore requires a web application server which supports
Servlet specification 2.3. Examples of suitable web app servers are:

Tomcat (versions 4 and 5)
Websphere Application Server (5.1)

For more information see:
http://www.visaeurope.com/merchant/handlingvisapayments/cardnotpresent/verifiedbyvisa.jsp

http://www.mastercard.com/us/personal/en/cardholderservices/securecode/index.html
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